CONG HOA XA HOI CHU NGHIA VIET NAM
Déc lap — Tw do — Hanh phic

THU MOI BAO GIA

Kinh guri: Quy Cong ty tham gia chao du toan

Hién nay, PVPower NT2 dang xay dung du toan cong tac Trang bi hé théng

Quan ly

tai khoan dic quyén PAM, hé théng quan ly va phén tich su kién an toan

thong tin SIEM cho hé théng DCS SPPA-T300 cho nha may dién Nhon Trach 2 véi

Pham vi

cong viéc chi tiét nhu Phu luc 1 dinh kém.

PVPower NT2 kinh moi cac Quy Cong ty cé ndng luc, kinh nghiém lién quan

dén nha

may dé khao sat hién trang ha ting hé thdng diéu khién cong nghiép (DCS

SPPA-T3000) nha may dién Nhon Trach 2 va béo gia cung cip hang héa, dich vu trién
khai hé théng Quan ly tai khoan dic quyén PAM, hé théng quan ly va phén tich su
kién an toan thong tin SIEM cho hé théng DCS SPPA-T300 cho PVPower NT2 theo
thong tin sau:

Hinh thirc bao gia: giri truc tiép, giri qua duong buu dién hoic bang fax/E-mail;

Théng tin tiép nhan bao gia: Coéng ty Cb phan Dién luc Dau khi Nhon Trach 2
Ap 3, xa Pai Phuéc, thanh phé Ddng Nai; Dién thoai: 0251 2225899; Fax:
0251 2225897; Email: vanthu@pvnt2.com.vn;

Thoi han tiép nhén bdo gid: truée 15h00 ngay 13/10/2026;

Thong tin lién hé phdi hop khao sat: Ong Nguyén Xuin Trudng, dién thoai:
0975 539 064.

Trén trong.

Tp. Dong Nai, ngay 23 thdng 09 ndm 2026
PVPOWERNT2. = ¥
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Phu luc 1: PHAM VI CONG VIEC

A. Trang bi phin cimg

Stt

Hang héa

Théng s6

bVT

7

So
Iwgng

Ghi
chu

Ha ting trién khai phin mém quan ly dic quyén (PAM)

May chu

Fsas PY

RX2530
% £

PY RX2530 M8 8x 2.5
1 x Intel Xeon 6505P 12C 2.2 GHz

1 x Independent Mode Installation

4 x 16GB (1x16GB) 1Rx8 DDR5-6400 R
ECC

2 x SSD SATA 6G 480GB MU 2.5' H-P
1 x PRAID EP640i LP
1 x FBU option for PRAID EP6xx/EP7xx

1 x PLAN CP 4x1Gbit Cu Intel 1350-T4
OCPV3

1 x Rack Mount Kit QRL
1 x Region Kit (General)
1 x iRMC advanced pack

1 x iRMCS6 eLCM Activation License
preloaded

2 x Modular PSU 900W titanium hp

2 x Cable powercord rack, 2.5m, black
1 x 1U Rack Front Bezel

1 x TPM 2.0 Module V2

1 x WINSVR 2025 STD 16Core OEM
Bao hanh: 3 nam.

Ha tz“lng

trién khai phin mém quan ly log tip trung (SIEM)

II

May chu

Fsas PY

RX2540
M8

PY RX2540 M8 16x 2.5'

2 x Intel Xeon 6737P 32C 2.9 GHz
1 x Cooler Kit 2nd CPU

2 x Independent Mode Installation

8 x 16GB (1x16GB) 1Rx8 DDR5-6400 R
ECC

3 x SSD SATA 6G 960GB MU 2.5' H-P

3 x HDD SAS 12G 2.4TB 10K 2.5' H-P

1 x PRAID EP680i LP

1 x FBU for PRAID EP6/7xx in int. RAID
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slot
1 x 16x 2.5 Single RAID Cable Kit
1 x PCle x16 FHHL x! Riser 2U Right

1 x PLAN CP 4x1Gbit Cu Intel 1350-T4
OCPV3

1 x Rack Mount Kit QRL
1 x Region Kit (General)
1 x iRMC advanced pack

1 x iRMCS6 eLCM Activation License
preloaded

2 x Modular PSU 1600W platinum hp
2 x Cable powercord rack, 2.5m, black
1 x 2U Rack Front Bezel

1 x TPM 2.0 Module V2

Bao hanh: 3 nam.

I

My chu

Fsas PY

RX2530
M3

PY RX2530 M8 8x 2.5

2 x Intel Xeon 6530P 32C 2.3 GHz
I x Cooler Kit 2nd CPU

2 x Independent Mode Installation

8 x 16GB (1x16GB) 1Rx8 DDR5-6400 R
ECC

3 x SSD SATA 6G 960GB MU 2.5' H-P
3 xHDD SAS 12G 2.4TB 10K 2.5' H-P

1 x PRAID EP640i LP

1 x FBU option for PRAID EP6xx/EP7xx

1 x PLAN CP 4x1Gbit Cu Intel 1350-T4
OCPV3

1 x Rack Mount Kit QRL
I x Region Kit (General)
1 x iRMC advanced pack

1 x iIRMCS6 eLCM Activation License
preloaded

2 x Modular PSU 900W titanium hp

2 x Cable powercord rack, 2.5m, black
1 x 1U Rack Front Bezel

1 x TPM 2.0 Module V2

Béo hanh: 3 nam.
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Stt | Hang héa Théng s6 pvr | S0 | Ghi
lwegng | chu
Phu Kién hé thong trién khai
- APC NetShelter SX 24U Enclosure
(AR3104)
v T rack - Kich thuée: 119,85H x 60W x 107D Cai 1
(cm)
- Téng sb ngin (U): 24U.
- APC Smart SMT3000RMI2U LCD RM
2U
|- Cong sut: 3000VA/ 2700W
BO luu dién .
v - Dién 4p vao/ Dién 4p ra: 160-286V / Cai 1
UPS
230V
- Thoi gian luu t6i da: 200W (2h29°) —
1000W (3,2 phit).
. - Cisco CBS250-24T-4G-EU 24 .
Vi Switch 10/100/1000 ports, 4 Gigabit SFP. Cai 1
VII Phu kién tron bd (ddy mang, hdmi, jack ngudn,...)
B. Trang bi phin mém
S6 Ghi
Stt | Hang héa Théng s pVT !
lwgng chu
Phin mém quan ly dac quyén BeyondTrust (PAM)
Phén mém,
gl Ph%p Ban quyén BeyondTrust 5 nguéi ‘e
I |quanlyddc) o (ban quyén 12 thang) Goi | 1
quyén g quy g
(PAM)

Quan tri tai sian va Kha ning do quét

(Asset Management and Discovery)

- Giai phap phai ¢6 kha nang tai hang
loat (bulk loading) dé nhip cac hé
thong dwoc quan ly, tai khoan dac
quyeén, ngudi dung va cac doi tuong
can thiét khac.

- C6 kha nang do quét va kiém ke tat
ca cac tai khoan dic quyén va khdng
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dic quyén trong cac hé théng da biét
va chua bi€t trén cac nén tang bao
gém:

- Windows

- Unix/Linux

- MacOS

- Directories (AD/LDAP)

- Databases

- Network Device

C6 kha nang kham pha va phat hién
tai san trén cic phan doan mang

khac nhau va bio cdo két qua tap
trung

C6 kha nang kham pha cac cong
duge mo trong hé thong

C6 kha nang nhém cac hé théng
dugc quan ly dua trén cac thudc tinh
hé théng dugc phat hién va tiy
chinh.

C6 kha nang ty ddng kham pha céac
tai khoan dac quyén méi va tw dong
quan ly mat khiu théng qua smart
rule

Quan tri tai khodn (Credential
Management)

HO trg quan 1y mét khiu cho cac nén
tang toi thiéu nhu sau:

- Hé didu hanh: Linux, Windows,
MacOS;

- Co s& dir liéu: MongoDB,
MySQL, Oracle, PostgreSQL, SQL
Server, Sybase, Teradata;

- Cac dich vu: AD, LDAP,
Windows Services, Task Scheduler,
IIS Application Pools, Windows
Auto Logon, COM+ Applications,
DCOM Applications.

- Thiét bi mang: Cisco, I0S, Dell
iDRAC, Fortinet, HP Comware, HP
iLo, Juniper (JunOS), Palo Alto
Networks

- Ung dung: vSphere, Google,
Office 365
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C6 kha nang thiét 13p tan sujt thay
d6i mét khau dua trén ngay va gio
C6 kha nang tu md khoéa tai khoan
khi thay d6i mét khau cia tai khoan
Hb tro thay ddi mat khiu tha cong
theo yéu cau cua nguoi dung duge
uy quyeén.

C6 kha nang kiém tra két ndi giira
hé thong dugc quan ly va giai phap
PAM

Giai phap phai ¢6 tinh linh hoat dé
dit lai va tao ngiu nhién mat khiu
cho cac tai khoan dugc chon ngay
khi check-in nhim loai bé rii ro mét
khiu bj x4m pham.

Giai phap phai hd tro co ché truy
xudt mat khiu theo thdi gian, theo
d6 mat khdu duge yéu ciu s& tu
dong duoc dat lai khi hét thoi gian
duoc cip quyén.

Giai phap phai c6 kha ning thuc
hién xac minh mat khiu déi véi tai
khoan dugc quan ly va thong bao
khi phat hién mat khdu bi "léch”
(out of sync).

Giai phap phai c¢6 kha nang tu dong
thay d6i mat khdu dang nhap coa
Windows Services va Scheduled
Tasks, ddng thoi tily chon khai déng
lai cac dich vu khi mat khdu caa tai
khoan dic quyén tuong img dugc
giai phap thay dbi

Hb tro duy tri lich sir mat khdu cho
c4c tai khoan dic quyén dugc quan
Iy va hd tro xem mat khéu cii théng
qua giao dién cua giadi phap PAM.
Hb trg quan ly key SSH mot cach tu
dong.

Hb trg tao key SSH véi cac loai key
DSA & RSA voi kich thude key ¢
thé duogc cau hinh trude.

Quan tri phién truy cap (Session
Management)

HS tro giam sat va ghi lai quyén truy
cip phién dic quyén theo thdi gian
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thuc;

Hb trg theo doi va ghi lai phién dac
quyén cho moi quyén truy cap Ung
dung khach cho cac may khach
vSphere Client, Microsoft SQL

Management Studio, SQL
Developer, SAPGui, Toad, v.v. va
cac trinh duyét web;

HO trg dang nhap phién quan tri cac
thiét bi/may chu ma khong cin sir
dung thong tin diang nhép
username/password.

Hb tro quan tri vién thém méi va
cAu hinh moi quyén truy cép Ung
dung khach véi kha nang giam sat
phién va tir dong diang nhap.

HO tro gi6i han sb phién ma ngudi
ding c¢6 thé mé cho mdt nhom tai
khoan dac quyén nhét dinh tai mot
thoi diém.

Cho phép nguoi dung thuc hién cac
két ndi truc tiép dén cac hé théng
dugc quan ly thdong qua cac Ung
dung RDP va SSH ma khéng cén
phai dang nhdp vao giao dién web
cua giai phap PAM.

Tu dong chim dirt phién truy cap tir
xa néu truy cép vuot qua khung thoi
gian duoc yéu cu.

C6 kha nang khoéa phién SSH khi
1énh duoc liét ké trong danh sach
den dugc thuc thi va giri thong bao
email dén nhéan vién duoc chi dinh
khi phat hién viéc thuc thi cac 1énh
do.

HO tro gidm sat truc tiép cac phién
tir giao dién web ma khong cén cai
d3t phin mém cia bén thir ba.

Hb tro cho phép ngudi ding duoc
Uy quyén khéa hozc chim dirt phién
tir xa khi hoat déng dang ngd duoc
thuc hién.

C6 kha nang dam bao tinh toan ven
cua cac phién duoc ghi lai dé ngan
chin giad mao.

6/15




Stt

Hang hoa

Théng s6

bvVT

7

So
lwgng

Ghi

”

chua

Quan tri va Quy trinh
(Administration & Workflow)

- H3 tro phin chia nhiém wvu theo
Kiém soat truy cap dua trén vai trd
(Role-Based Access Control)

- Hb trg phan chia vai trd t5i thiéu
bao gdm: Requestor, Approver va
Reviewer

- Cho phép chi dinh nhiéu ngudi phé
duyét cho nhidu tai khoan dugc
quan ly dé kiém soat kép. Giai phap
s& ¢6 tinh linh hoat dé cho phép ciu
hinh nay dugc ap dung cho mot
hodc cac nhéom tai khoan duge quan
ly.

- Cho phép nhiéu ngudi ding yéu ciu
cung moét hé théng duoc quan ly
trong cung mdt khoadng thai gian.

- C6 kha nang han ché khung thoi
glan va tan suit ma ngudi dung c6
thé yéu cdu mat khdu va phién cho
cac hé théng duoc quan ly.

- Co6 kha nang han ché dia chi IP cua
méy tinh ngudi dung noi yéu ciu
mat khau va phién duoc thyc hién.

- Cho phép nhidu chinh sich phé
duyét dugc gan cho mét tai khoan
dugc quan ly cho cung mét ngudi
yéu ciu (H8 trg sir dung nhu tai
khoan dic quyén khong yéu cau phé
duyét trong gio hanh chinh nhung
cdn c¢6 phé duyét sau gid hanh
chinh)

- C6 kha nang gui théng bio qua
email dén nguoi yéu clu va ngudi
phé duyét khi yéu ciu mat khdu va
phién dugc thuc hién.

- Cb kha néng gui théng bao qua
email dén ngudi yéu cau va nguoi
phé duyét khi nguoi phé duyét da
phé duyét hoac tir chdi yéu cau.

Giao dién ngwoi dung (End User
Interface)

- Hb trg giao dién web HTMLS dé
ngudi dung thue hién cac hoat dong
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Stt Hang héa Thong so bVvT i
lrong chua

lién quan C[én tai khoan dic quyén

nhu yéu cau, phé duyét, phat lai

phi€n va truy xuat duong dan kiém

todn va quén trj vién d€ quan ly tai

khoan dac quyén, ho so ngudi ding,

nhém, t0 chirc, vai trd va chinh

sach.

- H6 trg try cap web console thong

qua t6i thiéu cac trinh duyét sau:
- Microsoft Edge
- Google Chrome
- Mozilla Firefox
- Apple Safari

Xac thwe, bao mat va tuan tha

(Authentication, Security and

Compliance)

- Hb tro mét ma duge xéac thuc FIPS
140-2 ‘dé ma hoa 7dfr liéu nhay cam
bao gom mdat khau, khoa, cac ban
ghi phién hoat dong va tit ca cac
thong tin li€n lac an toan khac.

- Co6 kha nang tich hop v&i nhiéu
phuong thirc xac thuc doanh nghi¢p
toi thiéu bao gom:

- AD.
- LDAP.
p - Smart Card.
- RADIUS.
- SAML 2.0."

Hb tro tich hop xac thuc Windows
va SAML cho ding nhdp Single
Sign-on.

Giai phap phai dugc ching nhan véi
chimg chi Common Criteria.

Hb tro tinh niang xac thuc hai 1ép
(2FA) & truy cép vao Web Console.
Giai phap phai c¢6 kha nang tich hgp
sin (out-of-the-box) véi Mé-dun
Bio mat Phan cimg (Hardware
Security Module — HSM) bang cach
sir dung tidu chuin PKCS#11.
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Phin mém quan ly log tip trung Splunk (SIEM)

11

Phéin mém,
giai phap
quan ly log
tap trung
(SIEM)

Bin quyén Splunk 50 Gb/ngay (ban
quyén 12 thang)

A A A s - .
Yéu cau ve tinh nang license

Trong trudong hop hé théng phat
sinh lugng dir liéu 16n dot bién va
sau d6 giam xudng, cac tinh ning
hién ¢6 cia hé thdng vin dam bao
hoat ddng binh thwong ma khong bi
gi61 han va anh hudng.

Yéu cau vé mo hinh trien khai

Hé théng trién khai theo kién truc
tap trung hodc phan tan cé cac thanh
phan dam béo tinh san sang

Hé thdng c6 thé trién khai trén cac
thiét bj vat Iy hodc trén méi trudng
ao hoa.

Hé théng ¢0 tinh nang cAu hinh hang
doi d& han ché viéc that thoat dir
liéu trong qua trinh thu thap

Hé théng ¢6 tinh néng cAu hinh dé
kiém soat toc dd xir ly trong qua
trinh thu thap su kién.

Giai phap hd tro trién khai On-
Premises va On-Cloud SaaS

Giai phap nam trong nhém Leader
bang xép hang cta cac bén danh gia
nhu Gartner, Forrester,...trong vong
2 nam tro lai day.

Yéu chu vé quan tri hé thong

Quan tri thong qua: CLI, Web GUI.

Heé théng c6 chirc nang phan quyén
ngudi dung hé thong theo vai trod
(Role-based access control).

Hé théng co6 kha nang xac thuc
ngudi dung théng qua LDAP,
Active Directory, eDirectory,
SAML, two-factor authentication.
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Kha niing thu thip va chuin hoa dir
liéu

C6 kha nang thu thap log tir nhiéu
ngudn dir lidu may khac nhau nhu:
cdc may chq, cac ing dung, cac dir
liéu mang bao gém cd dir liéu log,
dir lidu vé& cic giao dich, nhat ky
cudc goi, dir liéu tir dién thoai di
dong, wire data, clickstream data,
sensors, GPS, RFID, ...

Dir ligu c6 thé duogc tai va index dé
dang, truc quan thong qua giao dién
UL

Cé kha ning thu thap dit li€éu cna
cac img dung tuy chinh (img dung
tu phat trién va opensource)

C6 kha nang thu thip theo thoi gian
thuc hoac on-demand déi voi cac
loai dir lidu file, cong mang, co s&
dir liéu hodc cac API mdt cach linh
hoat.

C6 kha néng thu thip dir liéu wire
data chira théng tin cua cac 16p
mang tir 3 dén 7.

Cung clp cac APl HTTP/JSON,
SD}( dé thu thap cac dir liéu tir cac
thiét bi loT theo thoi gian thuc

C6 kha ning thu thip cac dir liéu
m&i dugce sinh ra trong file log theo
thoi gian thuc

C6 kha nang giam sit sy thay doi
cua file

C6 kha nang truy van vao cac bang
CSDL théng qua DBI.

C6 kha nang gidm sat Windows
Events tir cic may remote thong qua
WMI.

C6 kha ning giam sat su thay doi
cta Windows registry.

C6 kha ning két ndi v6i OPSEC
LEA va cac giao thirc bao mét quan
trong khac.

CSS kha nang thu thip cic di liéu
dﬁp ra tor cic lénh trang thai hé
thong Unix/Linux nhu ps, top va
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vmstat.

C6 kha nang sao chép cac file tir xa
thdng qua scp, rsync, ftp va sftp

C6 kha nang index dir li¢u & hau hét
moi dinh dang ma khéng can tuy
chinh cli phap hay connector.

C6 kha nang nhén biét cac loai dir
liéu log ¢ dang single-line, multi-
line hay cac dang XML phic tap.

C6 kha nang tu dong nhan biét va
chuan hoa timestamps, nhan biét
nhimg dir li¢u khong c6 timestamps
chuan theo ngir canh pht hop.

bam bao viéc gilr nguyén, khong
thay d6i dir liéu gbc nhén duge.

C6 kha nang xay dung index cua dir
liéu ma khéng cén tuan theo lugc do
dir liéu (schema)

Cd kha nang che cac thong tin nhay
cam (masking) trong dir liu raw
treée khi hién thi Ién dashboard,
dam bao tinh bi mat ctua théng tin
(nhu théng tin tai khoan nguoi dung,
thong tin mat khiu...).

Kha ning tim kiém va phan tich dir
liéu

C6 kha nang tim kiém ciing luc trén
nhiéu nguon dir liéu, nhiéu dinh
dang.

C6 kha nang tim kiém dir liéu lich
st va dir liéu thoi gian thuc trén
cung mdt giao dién.

Cung cip cong cu phén tach cac
trudong théng tin d€ hiéu rd hon vé y
nghia cuda cac dir li€u log.

Cong cu tim kiém phai hd tro
Booleans, nesting, quoted strings va
wildcards

Hb trg viéc tim kiém dir liéu mot
cach chinh xac thdng qua cac truomg
thong tin di dugc dinh nghia.

Cung gép cong cu hé tro goi y cach
tim ki€ém dir li€u phu hgp cho ngudi
dung
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Cho phép mé rong két qua tim kiém
bang cach click vao cac truomg hoic
céc dir liéu c6 lién quan dén két qua
tim kiém.

Cho phép tim kiém theo thoi gian
d6i v6i nhiéu ngudn dir lidu cung
lac

Cho phép trr dong phat hién cac bat
thudong ho#c dir liéu ngoai 1€ théng
qua cac mau dir liéu lich sir

C6 kha niang tao biéu d6 vé xu
huéng két qua bang time-based
charts, histograms, sparklines va
summaries.

H3 tro tim kiém dir lidu realtime va
dir liéu lich sir

C6 kha nang st dung Data Model dé
tang toc hiu suat tim ki€ém, phéan
tich dir liéu tir nhiéu loai dir liéu
khic nhau

C6 kha nang tdi wu hoa téc do tim
kiém trén tap dir liéu 16n bang céach
str dung dir liéu mau.

Khi nang gidm sat, cinh bdo

C6 kha nang 13p lich thuc hién cac
cau Iénh tim kiém va thiét lap cac
didu kién canh bao dua trén cac
ngudng do ngudi dung quy dinh
trudce.

C6 kha ning canh bao theo thoi gian
thuc théng qua Email, Script, RSS,
SNMP.

Co6 Umg dung trén mobile, cho phép
ngudi quan tri gidm sat va nhin
canh bao ngay trén thiét bi di dong
(hd trg Android va I0S)

Cé kha nang cho phép theo ddi va tw
dong khic phuc sur ¢o thong qua cac
script.

C6 kha nang cho phép thém céc ngir
canh dé 1am r5 thém sy kién da kich
hoat canh bao duoc thiét lap.

Kha niing tao va tuy chinh Dashboard

Cé kha ning tao va chinh sira
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dashboard bz?mg cach két hop cac két
qua tim kiém, bio c4o, bang va biéu
dd.

C6 kha nang chia sé cac panel da tao
san dé xay dung dashboard mot
cach nhanh chéng.

C6 kha nang phén quyén cho ngudi
dung d61 véi ting dashboard.

Co khé, nang hd trg dashboard trér~1
cac thiét bi va trinh duyét khéng ho
trg Flash.

C6 kha nang xdy dyng cac bao cdo
va bang bieu ma khéng can ngén
ngir truy van.

Cé kha nidng tao ban dd tich hop vi
tri dia li cta dia chi IP.

C6 kha néang tich hop voi cac img
dung pho bién cia bén thir ba (third-
party).

Kha ning xay dung va phat trién img
dung

Cé kha nidng cho phép xay dung va
trién khai cac img dung trén nén
tang cua giai phap cho cic truong
hop sir dung cu thé.

Co kha nang cho phép tao cac Umg
dung théng qua viéc dong gdi céc
dashboard va céc file cAu hinh khac
nhau.

Cho phép ngudi dung dé dang truy
cdp va ty dong chuyén doi giira cac
umg dung.

Co l‘(hé ning ma réng hoac han ché
quyén theo vai tro ngudi dung cho
tirng ng dung.

C6 kha nang xdy dung cac
dashboard, bio cdo vé giam sat van
hanh {mg dung, gidm sat bdo mait va
giam sat business trén cing mot nén
tang/hé thdng dua trén cac dir lidu
san c6 cia hé théng két hop véi cac
dir liéu bd sung.

Trién khai va mé rong hé théng

C6 kha nang cho phép trién khai on-
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Stt

Hang héa

Théng s6 PVT

S6
lwong

Ghi

I

cha

premise.

- Cho phép hd trg cac hé diéu hanh
Linux, Windows, Solaris, AIX

- Cho phép kha nang trién khai theo
md hinh tdp trung hodc phén tan

- Hb6 trg kha ning du gh(‘mg HA
(High Availability), cin bang tai.

- Hb trg mo rong kha ning xir ly cia
hé thong 1én dén hang TB/day thong
qua mé hinh phan tdn va cong nghé
MapReduce

- C6 kha ning giam sat dé phat hién
cac thay d6i cau hinh trai phép.

- C6 kha néng cho phép tao co ché
nén dé luu trir hodc x6a dir liéu theo
thoi gian hogc kich thude.

- C6 khd nang luu trir va khoi phuc dit
liéu da ddnh chi muc theo yéu cau.

10

Kha ning giam st bao mat téng thé
- C6 kha nang giam sat lién tuc hién
trang bao maét ctia hé thong

C. Phan dich vu:

Cung cip dich vu bao gém nhén céng, cdng cu dung cu, phuong tién

cac cdng viéc nhu sau:

... dé thuc hién

Stt

Hang muc

Pon
vi

S6
lwrong

Trién khai PAM:

- Trién khai khao sét, thiét ké, 1én phuong 4n trién khai;

- Trién khai cai dat giai phap quan tri tai khoan dic quyén PAM;

- Tich hop giai phap véi tai san, tai khoan cin quan tri;

- Phén quyén va céu hinh chinh sach theo thiét ké;

- Kiém tra van hanh thir (UAT), nghiém thu hé théng va dua vao st

dung;

- TG chirc dao tao va chuyén giao cong nghé hoan chinh cho nhéan su

van hanh cua don vj.

Goi

Trién khai SIEM:
- Trién khai khao sat hién trang ha ting CNTT, xac dinh ngudn log;
- Thiét ké kién trac tong thé hé théng SIEM;

Goi
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- Xay dung phuong 4n trién khai chi tiét, bao gom sizing, phan bb tai
nguyén, mé hinh trién khai;

- Trién khai cai d4t va cu hinh;

- Tich hop hé thdng SIEM véi cac ngudn log;

- Chuin héa, parsing va mapping log theo cac chuin;

- Xy dung va tinh chinh c4c use-case giam sat, rule correlation, canh
b4o an ninh;

- Phén quyén truy cép, cAu hinh dashboard, b4o cdo theo vai trd
ngudi dung;

- Kiém tra van hanh thir (UAT), hiéu chinh hé théng, nghiém thu va
dua vao khai thac chinh thirc.

- T6 chirc dao tao va chuyén giao cong nghé hoan chinh cho nhan su
van hanh cia don vi.

Ghi chii: Nhén sy trién khai PAM/SIEM dap tmg cic yéu ciu sau:

1.

Nhén sy trién khai c¢6 kinh nghiém tham gia trién khai cic hgp dong cung cép, bao hanh
phan mém.
Tét nghiép chuyén nganh An toan thong tin ¢6 chimg chi CEH va c6 ching chi chuyén

mon quéc té tuong duong vé giai phap PAM/SIEM do hing san xuét hodc t6 chirc uy tin
cép.
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Phu luc 01. BANG TONG HQP GIA CHAO
Go6i thau: Trang bi hé théng Quan 1y tai khoan dic quyén PAM, hé théng quéan 1y va phén tich su kién an toan thong tin
SIEM cho hé théng DCS SPPA-T300 cho nha may dién Nhon Trach 2

Thanh tién bao gdm

A . ‘
Stt Noi dung Pon vi | So lwgng VAT
1 |Gi4 phan Thiét bi, vt tw, phdn mém Géi i . ™
o Két chuyén Pl1
2 [Dich vu lién quan Géi 1 ; @ ;
| i Két chuyén PI2
3 |Téng gia tri da bao gdbm VAT M) + (1)




Phuy luc 02: BANG CHAO GIA VAT TU, THIET B
G6i thiu: Trang bi hé théng Quan Iy tai khoan dic quyén PAM, hé théng quan Iy va phan tich sy ki¢n an toan théng tin SIEM cho hé théng DCS SPPA-T300 cho nha

may dién Nhon Trach 2
Don gia £
Stt| Noi dung cung cip Yéu Ciu dic tinh ky thuat Pon vi|S6 lugng| Hang san xuat| chwa bao Thue Thanh tién
A VAT
gom VAT
1 [Phin cimg Chi tiét nhu muc A. Trang bj phin ciing (Pham vi cong viéc dinh kém) .
2 |PhAn mém Chi tiét nhu muc B. Trang bj phin mém (Pham vi céng viéc dinh kém) .
3 [Téng gi4 trj chua bao gom thué VAT
4 |Thué VAT
5 |Tong gia trj da bao gdm thué VAT
Ghi chi:

- Thiét bj, vt tu cung cAp mé&i 100%, c6 ngay san xuft sau ngay 01/01/2026;

- Thdi gian giao hang hoa la: ... ngay;

- Thoi gian thuc hién thi cong, lap dat, thir nghiém hé théng la: ...... ngay;

- Dja diém cung cdp thiét bi, vat tu, thi cong lip dat hé thdng Quan Iy tai khoan déc quyén PAM, hé théng quan Iy va phan tich sy kién an toan théng tin SIEM cho hé théng DCS

SPPA-T300 cho nha may dién Nhon Trach 2, dja diém: Ap 3, x4 Pai Phudc, thanh phd Pdng Nai.

- Béo gia c6 gié tri trong vong 90 ngay ké tir ngay bao gia.
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Phu luc 03. BANG CHAO GIA DICH VU KHAC
Go6i thdu: Trang bi hé théng Quan 1y tai khoan dac quyén PAM, hé théng quan ly va phén tich su kién an toan théng tin SIEM cho hé
thdng DCS SPPA-T300 cho nha may dién Nhon Trach 2

DPon gié Thllé
Stt N¢i dung Pon vi | S0 lwgng | chwa bao Thanh tién
A VAT
gom VAT
Trién khai PAM (Chi tiét nhir muc C. Phan dich vy, Pham vi cong viéc ..
| Géi 1
dinh kem) .
Trién khai SIEM (Chi tiét nhwe muc C. Phan dich vy, Pham vi cong viéc Goi 1

dinh kem) .

Tong gia tri chwa bao gdbm VAT

Thué VAT

ANl [\

Téng gia tri 33 bao gobm VAT
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