
LONG HOA XA HQ! CHU NGHIA VIET NAM 
DOc 14p — Tv do — lipth phtic 

THU' M61 BAO GIA 

Kinh 	Qu3'T Cong ty tham gia chao du toan 

Hien nay, PVPower NT2 clang xay dung du toan cong tac Trang bi he th6ng 
Quail ly tai khoan d4c quyen PAM, he th6ng quail 1)'T va phan tich su kien an toan 
thong tin SIEM cho he th6ng DCS SPPA-T300 cho nha may dien Nhcm Trach 2 vai 
Phqm vi cong viec chi tiet nhu Phu luc 1 dinh kern. 

PVPower NT2 kinh mOi cac QuY Cong ty c6 nang luc, kinh nghiem lien quan 
den nha may de khao sat hi'en tang ha tang he th6ng dieu khien cong nghiep (DCS 
SPPA-T3000) nha may dien Nhcm Trach 2 va bao gia cong cap hang hoa, dich vu trien 
khai he th6ng ()thin ly tai khoan d4c quy'L PAM, he th6ng quail ly va phan tich su 
kin an toan thong tin SIEM cho he thong DCS SPPA-T300 cho PVPower NT2 theo 
thong tin sau: 

- Hinh thirc bao gia: gni truc tiep, giri qua dueyng buu dien ho4c bang fax/E-mail; 

- Thong tin tiep nh4n bao gia: Cong ty Co phan Dien luc D'au khi Nhon Trach 2 
Ap 3, xa Dai Phuac, thanh ph6 D6rig Nai; Dien thoai: 0251 2225899; Fax: 
0251 2225897; Email: vanthu@pvnt2.com.vn;  

ThOi han tip nkan bao gia: truck 15h00 ngdy 13/10/2026; 

- Thong tin lien he phi hop khao sat: Ong Nguyen Xuan Tnremg, dien tho4i: 
0975 539 064. 

Tran tong. 

Tp. Dang Nai, ngay 23 thong 09 nom 2026 

PVPOWER NT2 

.77 Cu 
/ r 6 

enT rung Thu Ng 



Phu luc 1: PHAM VI CONG VIEC 

A. Trang bi pha'n ctimg 

Stt Hang hea Thong so DVT 
SO 

luvng 
Ghi 

 
chti 

Ha tang trien khai phAn mem quart ly d4c quyen (PAM) 

I 

May chit 
Fsas PY 
RX2530 

M8 

PY RX2530 M8 8x 2.5 

1 x Intel Xeon 6505P 12C 2.2 GHz 

1 x Independent Mode Installation 

4 x 16GB (1x16GB) 1Rx8 DDR5-6400 R 
ECC 

2 x SSD SATA 6G 480GB MU 2.5' H-P 

1 x PRAID EP640i LP 

1 x FBU option for PRAID EP6xx/EP7xx 

1 x PLAN CP 4xlGbit Cu Intel 1350-T4 
OCPV3 

1 x Rack Mount Kit QRL 

1 x Region Kit (General) 

1 x iRMC advanced pack 

1 x iRMCS6 eLCM Activation License 
preloaded 

2 x Modular PSU 900W titanium hp 

2 x Cable powercord rack, 2.5m, black 

1 x 1U Rack Front Bezel 

1 x TPM 2.0 Module V2 

1 x WINSVR 2025 STD 16Core OEM 

Bao hanh: 3 nam. 

BO 2 

Ha tang trien khai phIn mem quail 1ST log Cap trung (SIEM) 

II 

May cha 
Fsas PY 
RX2540 

M8 

PY RX2540 M8 16x 2.5' 

2 x Intel Xeon 6737P 32C 2.9 GHz 

1 x Cooler Kit 2nd CPU 

2 x Independent Mode Installation 

8 x 16GB (1x1 6GB) 1Rx8 DDR5-6400 R 
ECC 

3 x SSD SATA 6G 960GB MU 2.5' H-P 

3 x HDD SAS 12G 2.4TB 10K 2.5' H-P 

1 x PRAID EP680i LP 

1 x FBU for PRA1D EP6/7xx in int. RAID 

Bo 1 

'C 
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Stt Hang hoa Thong so DVT 
SO 

luvng 
Ghi 

 
chti 

slot 

1 x 16x 2.5 Single RAID Cable Kit 

1 x PCIe x16 FHHL xl Riser 2U Right 

1 x PLAN CP 4xlGbit Cu Intel I350-T4 
OCPV3 

1 x Rack Mount Kit QRL 

1 x Region Kit (General) 

1 x iRMC advanced pack 

1 x iRMCS6 eLCM Activation License 
preloaded 

2 x Modular PSU 1600W platinum hp 

2 x Cable powercord rack, 2.5m, black 

1 x 2U Rack Front Bezel 

1 x TPM 2.0 Module V2 

Bao hanh: 3 nam. 

III 

May chu 
Fsas PY 
RX2530 

M8 

PY RX2530 M8 8x 2.5 

2 x Intel Xeon 6530P 32C 2.3 GI-lz 

1 x Cooler Kit 2nd CPU 

2 x Independent Mode Installation 

8 x 16GB (1x16GB) 1Rx8 DDR5-6400 R 
ECC 

3 x SSD SATA 6G 960GB MU 2.5' H-P 

3 x HDD SAS 12G 2.4TB 10K 2.5' H-P 

1 x PRAID EP640i LP 

1 x FBU option for PRAID EP6xx/EP7xx 

1 x PLAN CP 4xlGbit Cu Intel 1350-T4 
OCPV3 

1 x Rack Mount Kit QRL 

1 x Region Kit (General) 

1 x iRMC advanced pack 

1 x iRMCS6 eLCM Activation License 
preloaded 

2 x Modular PSU 900W titanium hp 

2 x Cable powercord rack, 2.5m, black 

1 x 1U Rack Front Bezel 

1 x TPM 2.0 Module V2 

Bao hanh: 3 nam. 

Bo 1 
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Stt Hang hoa Thong so DVT 
SO 

prong 
Ghi 
chti 

Phu MO he thong trien khai 

IV -Fa rack 

- 	APC NetShelter SX 24U Enclosure 
(AR3104) 

- 	Kich thuov: 119,85H x 60W x 107D 
(cm) 

- 	T'6ng s6 ngan (U): 24U. 

Cai 1 

V Bo luu dien 
• ups • 

- APC Smart SMT3000RMI2U LCD RM 
2U 

- C6ng suat: 3000VA/ 2700W 

- 	Dian ap vao/ Dian ap ra: 160-286V / 
230V 

- 	Thai gian luu t6i da: 200W (2h29') — 
1000W (3,2 philt). 

Cai 1 

VI Switch 
- 	Cisco CBS250-24T-4G-EU 24 

10/100/1000 ports, 4 Gigabit SFP. 
Cai 1 

VII Phu kian tron b6 (day mang, hdmi, jack nguan,...) 

B. Trang bi phAn mem 

Stt Hang hem Thong so DVT 
SO 

hroyng 
Ghi 
chti 

PhAn mem quilt ly dlac quyen BeyondTrust (PAM) 

I 

Phan mem, 
giai 	phi') 
quin 
quye 

 1 
dacA n 

(PAM) 

Ban quyen BeyondTrust 5 	ngtrai 
dung (ban quyen 12 thing) 

, —i kffo 1 

1 

Quail tri tai san va Kha 'tang do quit 
(Asset Management and Discovery) 

- 	Giai phap phal co kha Wang tai hang 
boat (bulk loading) de nhap cac he 
th6ng dugc quan 1Y, tai khoan dac 
quyen, ngugi dung va cac dcii turgng 
can thiet khac. 

- 	Co kha nang de quit va kiam ka tat 
ca cac tai khoan dac quyen va khong 

3 
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Stt }ling Ma Thong so DVT 
SO 

hrfing 
Ghi 
chti 

dac quyen trong cac he th6ng d'a biet 
va chua biet tren cac nen tang bao 
gem: 

- Windows 

- Unix/Linux 

- MacOS 

- Directories (AD/LDAP) 

- Databases 

- Network Device 

- 	CO kha nang kham pha va phat hien 
tai san tr'en cac phan doan mang 
khac nhau va bao cao ket qua tap 
trung 

- 	Co kha nang kharn,  pha cac c6ng 
&roc ma trong he thong 

- 	CO kha nang nhOm cac he th6ng 
duct quail 1S/ Oa teen cac thuOc tinh 
he thong &rot phat hien va My 
chinh. 

- 	Co kha 'tang to dong kham pha cac 
tai khoan clac quyen mai va to deng 
quail 1S,  mat khau thong qua smart 
rule 

2 

Quan 	tri 	tai 	khoin 	(Credential 
Management) 

- 	H6 trq quan lf mat khau cho cac nen 
tang toi thieu nhu sau: 

- He dieu hanh: Linux, Windows, 
MacOS; 

- 	Co 	sa 	dit 	lieu: 	MongoDB, 
MySQL, Oracle, PostgreSQL, SQL 
Server, Sybase, Teradata; 

- 	Cac 	dich 	vu: 	AD, 	LDAP, 
Windows Services, Task Scheduler, 
IIS 	Application 	Pools, 	Windows 
Auto Logon, COM+ Applications, 
DCOM Applications. 

- Thiet bi mang: Cisco, IOS, Dell 
iDRAC, Fortinet, HP Comware, HP 
iLo, 	Juniper 	(JunOS), 	Palo 	Alto 
Networks 

- 	ffng 	dung: 	vSphere, 	Google, 
Office 365 
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Sit Hang hoa Thong so DVT 
Se; 

hrgng 
Ghi 
chti 

Co kha rang thiet lap tan suit thay 
doi mat khau dua ten ngay va gib.  

- 	Co kha nang to rna kit& tai khoan 
khi thay doi mat khau dm tai khoan 

- 	H6 tro thay doi mat khau th6 cong 
theo yeu cau oh ngtr6i dung dugc 
ity quyen. 

- 	Co kha nang kiem tra ket not giira 
he thong dugc quan lY va giai phap 
PAM 

- 	Giai phap phai c6 tinh linh hoat de 
dat lai va tao ngau nhien mat khau 
cho cac tai khoan dugc chgn ngay 
khi check-in nham loai b6 rid ro mat 
khau bi xam pham. 

- 	Giai phap phai 116 trq ca the truy 
xuat mat khau theo thoi gian, theo 
do mat khau dugc yeu,  cau se to 
dOng dugc dat lai khi het thoi gian 
dugc cap quyen. 

- 	Giai phap phai c6 kha nang thuc 
hien xac mink mat khau doi vii tai 
khoan dugc quan 1j,  va thong bao 
khi phat hien mat khau bi "lech" 
(out of sync). 

- 	Giai phap phai co kha nang to dOng 
thay d8i mat khau ding nhap oh 
Windows 	Services 	va 	Scheduled 
Tasks, (King th6i tuy chgn kh8ri dong 
lai cac dich v6 khi mat khau dm tai 
khoan dac quyen twang frng dugc 
giai phap thay doi 

- 	H6 trq duy tri lich sir mat khau cho 
,dugc qua cac tai khoan dac quyen 	quan 

ljf va ho trq xem mat khau cu thong 
qua giao dien cila giai phap PAM. 

- 	116 trq quan VI key SSH mot cach to 
dOng. 

- 	Ho trq tao key SSH vii cac loai key 
DSA & RSA vii kich thu6c key c6 
the dugc cau hinh trtrac. 

3 

Quail tri 	phien 	truy clap 	(Session 
Management) 

- 	Ho trq giam sat va ghi lai quyen truy 
cap phien dac quyen theo thiyi gian 
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Stt Hang hoa Thong so DVT 
So 

luvng 
Ghi 
chti 

thuc; 

- 	H8 trg theo dOi va ghi lai phien dac 
quyen cho ingi quy'en truy cap img 
dung khach cho cac may khach 
vSphere 	Client, 	Microsoft 	SQL 
Management 	Studio, 	SQL 
Developer, SAPGui, Toad, v.v. va 
cac trinh duyet web; 

- 	Ho trg dang nhap phien quan tri the 
thiet bi/may chil ma khong can sir 
dung 	thong 	tin 	dang 	nhap 
username/password. 

- 	Ho trg quan tri vien them mai va 
cau hinh mgi quyen truy cap img 
dung khach vai kha nang giarn sat 
phien NIA M.  dgng dang nhap. 

- 	1-16 trg giai,  han s6 phien ma ngugi 
dung c6 the ma cho,  mot nhom tai 
khoan * quyen nhat dinh tai mot 
thai diem. 

- 	Cho phep ngugi dung thuc hien cac 
ket not -live tie'p den cac he th6ng 
dugc quan VT th6ng qua cac Ung 
dung RDP va SSH ma khong can 
phai clang nhap vao giao dien web 
cira giai phap PAM. 

- 	Tg dgng chain dirt phien truy cap tir 
xa neu truy cap vugt qua khung thai 
gian dugc yeu cau. 

- 	Co kha nang khoa phien SSH khi 
lenh dugc liet ke trong danh sach 
den dugc thgc thi va giri thong bao 
email den nhan vien dugc chi dinh 
khi phat hien viec thgc thi cac lenh 
do. 

- 	116 trg giam sat trgc tie') cac 
can tir giao dien web ma khong can cai 

at phan mem dm ben thir ba. 

- 	Hi; trg cho phep nguai dung dugc 
iry quyen kh6a hoc cham dirt phien 
tir xa khi hoat d6ng dang ng6 dugc 
thuc hien. 

- 	Co kha nang dam bao tinh toan yen 
da cac phien dugc ghi lai de ngan 
chan gia mao. 
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Stt Hang hoa Thong so DVT 
SO 

luvng 
Ghi 

 
chti 

4 

Quin 	tri 	va 	Quy 	trinh 
(Administration & Workflow) 

- 	Ho trg phan chia nhiem vu theo 
Kiem soat truy cap dua tren vai tro 
(Role-Based Access Control) 

- 	116 trg phan chia vai tro trii thieu 
bao Om: Requestor, Approver va 
Reviewer 

- 	Cho phep chi dinh nhieu nguari phe 
duyet cho nhieu tai khoan dugc 
quart ly de kiem soat kep. Giai phap 
se c6 tinh linh hoat de cho phdp cau 
hinh nay dugc dp dung cho mot 
hoac cac nhom tai khoan dugc quan 
ly. 

- 	Cho phdp nhieu ngueri dung yeu cat' 
cUng mot he thong dugc quan ly 
trong ding mot khoang theri gian. 

- 	Co kha nang han the khung theri 
gian va tan suat ma ngued dung c6 
the yeu cau mat khau va phien cho 
cac he thong dugc quail ly. 

- 	Co kha nang han the dia. chi IP dm 
may tinh ngtrai dung nai yeu cau 
mat khau va phien dugc thuc hien. 

- 	Cho phep nhieu chinh sach phe 
duyet dugc gan cho mot tai khoan 
dugc quan ly cho ding mot ngueri 
yeu cau (HO try sir citing nhu tai 
khoan dac quyen khong yeu cau phe 
duyet trong gib.  hanh chinh nhung 
can c6 phe duyet sau gib. hanh 
chinh) 

- 	Co kha,  nang giri thong bao qua 
email den nguoi yeu cau va ngtreri 
phe duyet khi yeu cau mat khau va 
phien dugc thuc hien. 

- 	Co kha,  nang girt thong bao qua 
email den ngueri yeu cau va ngueri 
phe duyet khi ngueri phe duyet da 
phe duyet hoac tir choi yeu cau. 

5 

Giao di?n nguoi dung (End User 
Interface) 

- 	Ho trg giao dien web HTML5 de 
nguoi dung thuc hien cac host dOng 

• 



Sit Hang hea Thong so DVT  
A So 

luvng 

Ghi 

chti 

lien quan d'6n tai khoan dac guy& 
nhu yeu cau, phe duyt, Oat lai 
phien va truy xuat &rang dan ki'em 
town NIA quan tri vien de quail ljr tai 
khoan dac quyen, h6 scr ngueri dung, 
nhom, to chile, vai tr6 va chinh 
sach. 

- 	H8 trg try cap web console thong 
qua tai thieu cac trinh duyt sau: 

- Microsoft Edge 

- Google Chrome 

- Mozilla Firefox 

- Apple Safari 

6 

Xic 	thirc, 	bao 	mat NI 	tuan 	thii 
(Authentication, 	Security 	and 
Compliance) 

- 	I-18 trg mat ma dugc xac thuc FIPS 
140-2 ,de ma Ma du lieu nhay cam 
bao Om mat khau, khoa,,  cac ban 
ghi phi'en hot dOng va tat ca cac 
thong tin lien lac an toan khac. 

- 	Co kha nang filch hop vai nhi&I 
phuang thirc xac thirc doanh nghi0 
tai thieu bao Om: 

-AD. 

- LDAP. 

- Smart Card. 

- RADIUS. 

- SAML 2.0." 

- 	Ho trg filch hop xac thuc Windows 
va SAML cho dang nhap Single 
Sign-on. 

- 	Giai phap phal dugc chimg nhan vai 
chimg chi Common Criteria. 

- 	Ho trg tinh nang xac thuc hai lop 
(2FA) de truy cap vao Web Console. 

- 	Giai phap phai c6 kha nang tich hop 
san 	(out-of-the-box) 	vai 	MO-dun 
Bao 	mat 	Phan 	cdrig 	(Hardware 
Security Module,— HSM) bang cach 
sir clang lieu chuan PKCS#11. 
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Stt Hang hoa Thong so DVT 
Si; 

luvng 
Ghi 
chti 

Ph'In mem quail 15r log tap trung Splunk (SIEM) 

II 

Pith' mem, 
giii 	phi') 
quin ly log 
tap 	trung 
(SIEM) 

Bin quyen Splunk 50 Gbingiy (bin 
quyen 12 thing) 

GM 1 

1 

Yeu au ye tinh nang license 

- 	Trong truirng hop he theng ,  phat 
sinh higng du lieu lan dgt bien va 
sau do giam xu6ng, cac tinh nang 
hien co dia. he thong van ddm bdo 
hoat dOng binh thugng ma kh8ng bi 
gigi han va anh huang. 

2 

Yen au ye mo hinh trien khai 

- 	He thong trien khai theo kien truc 
tap trung hodc phan tan c6 cac thanh 
phan ddm bao tinh san sang 

- 	fle,thiing c6 the trien khai tren cac 
thiet bi vat 1 ,  hodc ten moi trugng 
do h6a. 

- 	He th[ing co tinh Wang cdu hinh hang 
dgi de han the viec that thodt chi 
lieu trong qua trinh thu thdp 

- 	He thong co tinh nang cdu hinh de 
kiem soat toc do xir ly trong qud 
trinh thu thdp su kien. 

- 	Gidi phap ho trg trien khai On- 
Premises va On-Cloud SaaS 

- 	Gidi phap nAm trong nhom Leader 
bang xep hang dm cac ben danh gid 
nhu Gartner, Forrester,...trong yang 
2 ndm trey 10i day. 

3 

Yen au ye quin tri he thOng 

- 	Quan tri thong qua: CLI, Web GUI. 

- 	He th8ng c6 chirc nang phan quyen 
nguiyi diing he thong theo vai tro 
(Role-based access control). 

- 	He th8ng c6 kha nang xdc thtrc 
ngugi 	dung 	thong 	qua 	LDAP, 
Active 	Directory, 	eDirectory, 
SAML, two-factor authentication. 

5 

C 
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Sft Hang hoa, Thong so DVT 
SO 

Itrumg 
Ghi 
chti 

4 

KU !fang thu th4p va chuin haa du 
lifu 

- 	Co kha nang thu thap log tir nhieu 
ngu8n du lieu may khac nhau nhu: 
cac may chit, cac (mg citing, cac du 
lieu mang,  bao Om ca die lieu log,  
du lieu ve cac giao dich, nhat 14 
cu8c goi, du lieu tir dien thoai di 
dOng, wire data, clickstream data, 
sensors, GPS, RFID, ... 

- 	DI lieu c6 the dugc tai va index de' 
dang, true quan th8ng qua giao dien 
UI. 

- 	Co kha Wang thu thap du lieu dm 
cac frng citing My chinh (img dung 
to phat trien va opensource) 

- 	Co kha nang thu thap theo theri gian 
thuc hoac on-demand doi vai cac 
loai du lieu file, cong mang, ca so.  
du lieu ho.ac cac API mot cach linh 
hoat. 

- 	Co kha nang thu thap du lieu wire 
data chira thong tin ciia cac lap 
mang tir 3 de'n 7. 

- 	Cung cap cac API HTTP/JSON, 
SDK de thu thap cac du lieu tir cac 
thiet bi IoT theo thai gian thirc 

- 	C6 kha nang thu thap cac du lieu 
moi duce sinh ra trong file log theo 
thai gian thuc 

- 	Co kha nang giant sat str thay d8i 
dm file 

- 	Co kha nang truy van vao cac bang 
CSDL thong qua DBI. 

- 	Co kha nang giam sat Windows 
Events tir cac may remote thong qua 
WMI. 

- 	Co kha nang giarn sat su thay cr6i 
dm Windows registry. 

- 	Co kha Wang ke't not vai OPSEC 
LEA va cac giao thirc bao mat quan 
trong khac. 

- 	CO kha rang thu thap cac du lieu 
dau ra tir cac lenh trang thai he 
thong Unix/Linux nhu ps, top va 
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Stt Hang hoa, Thong so DVT 
St; 

prong 
Ghi 

chu 

vmstat. 

- 	Co kha nang sao chep cac file tir xa 
thong qua scp, rsync, ftp va sftp 

- 	Co kha nang index dil lieu a hAu het 
mgi dinh dang ma kh6ng can tuy 
chinh cu phap hay connector. 

- 	Co kha nang nhan biet cac loai du 
lieu log 	r dang single-line, multi- 
line hay cac dang XML phirc tap. 

- 	Co kha nang to d6ng nhan biet va 
chuan Ma timestamps, nhan biet 
nhang du lieu killing c6 timestamps 
chuan theo ngil canh phi' hop. 

- 	Dam bao viec giiir nguyen, khong 
thay doi du lieu goc nhan dugc. 

- 	Co kha nang xay dung index cua du 
lieu ma khong can tuan theo lugc do 
dir lieu (schema) 

- 	Co kha nang the cac thong tin nhay 
cam (masking) trong clii lieu raw 
truac khi hien thi len dashboard, 
dam bao tinh bi mat oh thong tin 
(nhu thong tin tai khoan nguai dung, 
thong tin mat khau...). 

5 

Kha nang tim kiem va Olin tich dir 
lieu 

- 	CO kha nang tim kiem ciing,luc tren 
nhieu nguon du lieu, nhieu dinh 
dang. 

- 	Co kha nang tim kiem du lieu lich 
sir va dir lieu tiled gian thgc tren 
ding mot giao dien. 

- 	Cung cap cong Cu phan tach cac 
trutmg thong tin de hieu rO hcrn ve Y 
nghia cila cac du lieu log. 

- 	Cong cu tim 	kiem 	phai ft6 trg 
Booleans, nesting, quoted strings va 
wildcards 

- 	Ho tra viec tim kiem du lieu mot 
cach chinh xac thong qua cac trutmg 
thong tin da dirge dinh nghia. 

- 	Cung cap cong cu ho trg gqi y each 
tim kiem di lieu phi' hgp cho nguai 
dung 
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Stt Hang hoa Thong so DVT 
s6 

luvng 
Ghi 
chit 

- 	Cho pile') ma rOng ket qua tim kiem 
bang each click vao cac truang hoac 
cac dir lieu co lien quan den ket qua 
tim kiem. 

- 	Cho pile') tim kiem theo thai gian 
doi voi nhi'eu nguon dir lieu ding 
Inc 

- 	Cho phep to dOng phat hi'en cac bat 
thuang hoac chit lieu ngoai le thong 
qua cac mau du lieu lich sir 

- 	Co kia nang tao bleu do ve xu 
huang 	ket qua 	bang 	time-based 
charts, 	histograms, 	sparklines 	va 
summaries. 

- 	Ho tra tim kiem du lieu realtime va 
dir lieu lich sir 

- 	Co kha nang sir dung Data Model de 
tang toc hieu suat tim kiem, phan 
tich dir lieu tir nhieu loai dir lieu 
khac nhau 

- 	Co kha nang t6i uu hoa Vac (145 tim 
kiem tren tap du lieu lan bang each 
sir dung dir lieu matt. 

6 

Kha fling giant sat, canh bao 

- 	Co kha nang lap lich thtrc hien cac 
cau lenh tim kiem va thief lap cac 
dieu kien canh bao dua tren cac 
ngtrang do ngtrai dung quy dinh 
tnrac. 

- 	Co kha nang canh bao theo thai gian 
thuc thong qua Email, Script, RSS, 
SNMP. 

- 	Co irng dung teen mobile, cho phep 
ngtrai guar' tri giam sat va nhan 
canh bao ngay tren thiet bi di dOng 
(h8 trg Android va IOS) 

- 	Co kha nang cho phep theo d'ai va to 
dOng khac phuc str co thong qua cac 
script. 

- 	Co kha nang cho pile!) them cac ngit 
canh de lam rO them six kien da kich 
hoat canh bao dugc thiet lap. 

7 
ICha [fang 4o va tiny chinh Dashboard 

- 	Co kha nang tao va chinh 	sira 
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Stt Hang hoa Thong so DVT 
Si; 

hryng 
Ghi 

 
chti 

dashboard bang cach k6t hop cac ke't 
qua tim kiem, bao cao, bang va bieu 
do. 

- 	Co kha nang chia se cac panel da tao 
san de xay dung dashboard mot 
each nhanh ch6ng. 

- 	Co kha.,nang phan quy'en cho ngueri 
dung doi vai timg dashboard. 

- 	Co kha nang 118 tra dashboard tren 
cac thiet bi va trinh duye;t kh6ng ho 
tra Flash. 

- 	Co kha nang xay dung cac bao cao 
va bang bieu ma kh6ng can ngon 
nga troy van. 

- 	Co kha nang tao ban do tich hop vi 
tri dia li dia dia chi IP. 

- 	Co kha Wang tich hop vai cac img 
dung ph8 bien ciia ben thin ba (third- 
PartY). 

8 

Kith 'fang xay thyng va phat trien img 
dung 

- 	CO kha fang cho phep xay dung va 
trien khai cac img dung tren nen 
tang ciia giai phap cho cac truang 
hop sir dung cu the. 

- 	Co kha nang cho phep tao cac img 
dung thong qua vie‘c (tong goi cac 
dashboard va cac file cau hinh khac 
nhau. 

- 	Cho phep ngeri dung a dang truy 
cap va to dOng chuye'n dOi giaa cac 
img dung. 

- 	Co kha nang ma rOng hoac han ch6 
quyen theo vai tro nguai dung cho 
tong img dung. 

- 	CO 	kha 	nang 	xay 	dung 	cac 
dashboard, bao cap ye giam sat van 
hanh img dung, giam sat bao mat va 
giam sat business tren ding mot nen 
tang/h8 thong dua tren cac du lieu 
san c6 cda he thong ket hop vai cac 
du lieu bo sung. 

9 
Trien khai va ma.  Ong he th4ng 

- 	Co kha nang cho phep trien khai on- 
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Stt Hang hoa Thong so DVT 
SO 

latyng 
Ghi 
chii 

premise. 

- 	Cho phep ho to cac he dieu hanh 
Linux, Windows, Solaris, AIX 

- 	Cho phep kha rang trien khai theo 
mo hinh tap trung hoac phan tan 

- 	Ho tro• kha rang du phong HA 
(High Availability), can bang tai. 

- 	Ho V.o ma r6ng kha rang xir lf dia 
he thong len den hang TB/day th6ng 
qua mo hinh phan tan va cong nghe 
MapReduce 

- 	Co kha nang giam sat de phat hien 
cac thay doi cau hinh trai phep. 

- 	Co kha nang cho phdp tao co the 
nen de hru tit hoac x6a du lieu theo 
th6i gian hoac kich think. 

- 	CO kha rang km trir va khoi phtic du 
lieu da danh chi mix theo yeu cau. 

10 

1Cha hang giam sat back mat tong the 

- 	Co kha rang gam sat lien tuc hien 
trang bao mat dm he thong 

C. Ph'an Bich vu: 

Cung cap did' vu bao gom nhan cong, cong cu dung cu, phuong tien ... de dux hien 
cac cong viec nhtz sau: 

Stt Hyng myc Dan 
vi 

SO 
lacyng 

1 

Tri6n khai PAM: 

- 	Trien khai khdo sat, thiet ke, len phtrcmg an trien khai; 

- 	Trien khai cat at giai phap quart tri tai khoan ac quyen PAM; 

- 	Tich hop giai pilaf) vat tai san, tai khoan can quart tit 

- 	Phan quyen va cau hinh chinh sach theo thiet ke; 

- 	Kiem tra van hanh thir (UAT), nghiern thu N thong va dim vao sir 
clung; 

- 	To chirc dao tao va chuyen giao cong nghe hoan chinh cho nhan sir 
van hanh dia don vi. 

Goi 1 

2 

Tri& khai SIEM: 

- 	Trien khai kith.° sat hien trang ha tang CNTT, xac dinh ngui‘in log; 

- 	Thi6t ke kien trite tong the N th6ng SIEM; 

Gal 1 
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- 	Xay dung plurang an trien khai chi tiet, bao gem sizing, phan bci tai 
nguyen, mo hinh trien khai; 

- 	Trien khai cai at va cau hinh; 

- 	Tich hap he thOng SIEM vai cac nguen log; 

- 	Chuan Ma, parsing va mapping log theo cac chuan; 

- 	Xay dung va tinh chinh cat use-case giam sat, rule correlation, canh 
bao an ninh; 

- 	Phan quyen truy cap, cau hinh dashboard, bao cao theo vai tro 
ngu?ri dimg; 

- 	Kiem tra van hanh thir (UAT), hieu chinh N tilting, nghiem thu va 
dua vao khai thac chinh thirc. 

- 	To chdc dao tao va chuyen giao cong nghe hoan chinh cho nhan su 
van hanh cua don vi. 

Ghi chi: Nhan sty trien khai PANUSIEM dip trng cac yeu cau sau: 

1. Nhan su trien khai co kinh nghiem tham gia then khai cac hop deng cung 
phan mem. 

cap, bao hanh 

2. Ttit nghiep chuyen nganh An toan thong tin có chirng chi CEH va co chimg chi chuyen 
mon quoc to tuang duang ve giai phap PAM/SIEM do hang san xuat hoac to chirc uy tin 
cap. 
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Phu luc 01. BANG TONG HQP GIA CHAO 
GOi thau: Trang bi N thOng Quan VT tai khoan ci4c quy&'n PAM, he thOng quan VT va phan tich sir kien an town thong tin 

SIEM cho he thong DCS SPPA-T300 cho nha may dien Nhon Trach 2 

Stt NOi dung Dan vi ,( So ltryng 
Thanh tin bao gom 

VAT 

1 Gia phan Thi6t bi, vat tu, phan m'em Goi 1 , 	(NI ), 
Ket chuyen Pll 

2 Dich vu lien quan GOi 1 
(I) 

 
Ket chuyen P12 

3 Tiing gia tri d'a bao giim VAT (M) + (I) 



Phy lyc 02: BANG CHAO GIA VAT TU, THIET Bj 
G6i thAu: Trang bi he thong Quan ly tai khoan dac quy&I PAM, he thong pan ly va phan tich s r kin an toan th6ng tin SIEM cho he thOng DCS SPPA-T300 cho nha 

may din Nhcm Trach 2 

Stt NAi dung cung cap Vett CAu d4c tinh k'y thuat Dom vi SO Ittlyng Hang san xuAt 
Dom gia 

chwa bao 
Om VAT 

VAT 
ThueT

hanh tien 

1 Phan cling Chi tit nhu muc A. Trang bi phan ding (Pharr vi cong vik dinh kern) . 

2 PhAn mem Chi tiet nhu num B. Trang bi phan m6'm (Pharr vi cong viec dinh kern) . 

3 TOng gia tri chtra bao Om thue VAT 
4 Thue VAT 
5 TAng gia tri da bao Om thue VAT 

Ghi chI: 
Thiet bi, vat tu cung cap mai 100%, có ngay san xuit sau ngay 01/01/2026; 

Thai gian giao hang has la: 	ngay; 

Thai gian thuc hien thi cong, lip dat, thin nghi01 he thing la: 	 ngay; 

- Dia di6'm cung cap thie't bi, vat tu, thi cong lip OA 4' thing Quail IY tai khoan dic quyan PAM, he thOng quan IY va phan tich su kin an toan thong tin SIEM cho he thOng DCS 
SPPA-T300 cho nha may dien Nhon Trach 2, dia di&n: Ap 3, xi' Dai Phuac, thanh phO Dang Nai. 

- Bao gia có gia tri trong yang 90 ngay k6' tir ngay bao gia. 



Phu lye 03. BANG CHAO GIA DICH VI,J KHAC 
G6i thau: Trang bi he th6ng Quan ly tai khoan dac quyen PAM, he th6ng quan 1Y va phan tich su kiln an toan thong tin SIEM cho he 

th6ng DCS SPPA-T300 cho nha may dien Nhan Trach 2 

Stt Nai dung Don vi So ltrung 
Dan gia 

china bao 
pm VAT 

Thue 
VAT  

Thanh Wen 

1 
Tri'en khai PAM (Chi tilt nhtr myc C. Phan dich vy, Phgm vi cong vik 
dinh kern) . 

G6i 1 

2 
Trien khai SIEM (Chi tilt nhtr nittc C. Phan dich vy, Phgm vi cong viec 
dinh kern) . 

Goi 1 

4 Tang gia tri china bao gam VAT 
5 Thua VAT 
6 Tang gia tri dA bao gam VAT  

* s 
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